Due to the broadcasting nature of passive optical network (PON), data security is challenging. For the transmission of orthogonal frequency division multiplexing (OFDM) signals, the high peak-to-average power ratio (PAPR) is considered as one of the major drawbacks. This chapter reviews the digital chaos-based secure OFDM data encryption schemes, where the transmission performance is improved via PAPR reduction. The digital chaos is incorporated into the signal scrambling approaches: selective mapping (SLM), partial transmit sequence (PTS); and precoding approaches: discrete Fourier transform (DFT) and Walsh-Hadamard transform (WHT) for PAPR reduction. Multi-fold data encryption is achieved with a huge key space provided by digital chaos, to enhance the physical-layer security for OFDM-PON, while the pseudo-random properties of digital chaos are applied for PAPR reduction, which consequently improves the transmission performance. The evidences of these encryption approaches are presented in terms of theories, simulations, as well as experimental demonstrations. The chaotic data encryption schemes could be promising candidates for next-generation OFDM-PON.
Introduction
Over the last decades, passive optical network (PON) has been playing a vital role in data traffic explosion driven by broadband services such as high-definition television (HDTV), cloud computing, 3D television, video on demand (VoD) [1, 2] , and so on, because it offers several potential benefits such as high capacity, low cost, and energy efficiency. In fact, PON is a broadcasting structure that extends for~20-100 km from optical line terminal (OLT) to
PAPR of OFDM signals
OFDM modulation is the superposition of many independent signals modulated onto individual subcarriers with equal-spaced bandwidth. Figure 1 shows the overlapping of the subcarriers in frequency domain. High PAPR could be inevitable especially when a large number of subcarriers are in phase. As a result, the optical receiver with a wide linear range is required to accommodate a large dynamic range of PAPR [12] .
If a block of N symbols is denoted as the vector X =[X 0 , X 1 , …,X N-1 ] for OFDM signals, the vector X is oversampling by g (i.e., g(N-1) zero-padding, ZP), where g is an integer greater than or equal one. Therefore, the complex envelop of OFDM signals is
By definition, the PAPR of OFDM signals is PAPR ¼ 10 logðmaxðjx½nj 2 Þ=Eðjx½nj 2 ÞÞ ð2Þ
From Eqs. (1) and (2), the oversampling factor must be greater than one for sufficient accuracy of PAPR calculation [13] . To evaluate the PAPR performance, the complementary cumulative distribution function (CCDF) is commonly simulated, which is defined as the PAPR probability exceeding a given threshold for a certain OFDM data block. Based on the central limit theorem, the real and imaginary parts of the complex OFDM signals after inverse fast Fourier transformation (IFFT) have Gaussian distribution in the case of sufficient large number of subcarriers, thus the amplitudes follow the Rayleigh distribution. For instance, if the CDF of the amplitude of a signal sample is given by
Frequency Amplitude Figure 1 . Spectrum of equal-spaced subcarriers in OFDM signals.
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Characteristics of digital chaos
Digital chaos has recently attracted numerous applications in OFDM-PONs [4] [5] [6] [7] [8] [9] , especially for data encryption, which is mainly due to the chaotic characteristics including pseudorandomness, ergodicity, and high sensitivity to the initial values. Secure optical OFDM transmission is achieved by digital chaos, in which a huge key space is generated and predetermined by chaotic equations. Since the initial values and the other control parameters are utilized as the secure keys between OLT and ONUs, it provides a huge key space, which guarantees the physical-layer confidentiality. At ONUs, the same chaotic sequences are generated using the same keys for data recovering after reception.
The fundamental properties of digital chaos can be described, for example, via a 4-dimensional (4D) hyper chaos [15] _
where a, b, c, d, and e are constant parameters. When a = 35, b = 10, c = 80, d = 0.5, and e = 10, these appropriate initial values bring the system into chaotic zones. Eq. (5) can be solved by Runge-Kutta method with a time step of h = 0.001. The solutions of Eq. (5) output the attractor diagrams of the 4D chaos, as plotted in Figure 2 , where excellent chaotic behaviors in terms of pseudo-randomness and phase dynamics are illustrated.
In digital chaos, the chaotic state is very sensitive with respect to the initial values, thus even a tiny change or modification of the original initial values will let it enter into another different chaotic state. In Figure 3 (a), the variation curve is illustrated for the digital chaotic sequence {y i }, under a slight change (1 · 10 À15 ) in the initial value of y 0 . The auto-and cross-correlation functions R ac (τ) and R cc (τ) are plotted in Figure 3 (b) and (c) respectively, which reveal the high sensitivity associated with the chaotic initial values, where τ is the time lag. The good quality of randomness observed in Figure 3 is essential to guarantee high-level security reliability for data encryption. 
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For a conservative estimate, a tiny change (~1 · 10 À15 ) of the initial values leads to a totally different chaotic state, as shown in Figure 3 , therefore, the key space of 4D digital hyper chaos is~10 60 (10 15 · 10 15 · 10 15 · 10 15 ).
Furthermore, the iteration times of chaotic differential equations and even the equations themselves can be served as the additional secure keys as well, so the actual key space will be >>10 60 . Currently, the fastest computing speed is about 2.5 · 10 13 s À1 , thus it will take~1.3 · 10 39 years to work out the possible initial keys of the 4D chaos via brutal-force trials [16] . Consequently, the chaotic data encryption provides a huge key space, which is large enough to resist exhaustive attacks.
Chaotic OFDM encryption with PAPR reduction
A variety of chaotic encryption schemes has been proposed for the physical-layer security in OFDM-PON [4] [5] [6] [7] [8] [9] , in which digital chaos has been incorporated into OFDM signal generation or modulation to enhance data security during transmission. However, in the existing chaotic secure schemes, the encryption is generally achieved without considering the improvement of transmission performance through the effective PAPR reduction in OFDM signals.
This section presents some systematic novel approaches to enhance the physical-layer security and jointly improve the OFDM transmission performances. The key idea behind these schemes is the combination of chaos-based encryption along with PAPR reduction; these approaches mainly belong to two categories of PAPR reduction: signal scrambling and matrix precoding, such as
• Chaotic signal scrambling: Chaotic partial transmit sequence (PTS) and chaotic selective mapping (SLM).
• Chaotic precoding: Discrete Fourier transform (DFT) and Walsh-Hadamard transform (WHT). 
Chaotic signal scrambling
Signal scrambling is one of the traditional approaches in PAPR reduction. Chaotic sequences can be employed to scramble an input data block of OFDM symbols randomly, and then one of the scrambled OFDM signals with minimum PAPR is selected for final transmission. With the use of chaotic sequences in OFDM symbol scrambling, the physical-layer security is enhanced since the initial keys are required for correct recovery of the original OFDM data via correct counter-scrambling. At the same time, the transmission performance is improved simultaneously, owing to the effective reduction in PAPR via signal scrambling.
Chaotic partial transmit sequence (PTS)
The block diagram of OFDM data encryption using chaotic PTS is plotted in Figure 4 [17] . After serial-to-parallel (S/P) conversion, a pseudo-random binary sequence (PRBS) is mapped onto QAM subcarriers, and then is sent for data encryption, which is applied via the following threefold encryption: chaotic training sequence (TS) insertion, chaotic random partition generation, and chaotic phase weighing factors generation. 
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To generate digitized chaotic sequences for OFDM signal encryption, the chaotic sequences obtained in Eq. (5) are processed using [18] 
where Extract(x i , m, n, p) outputs an integer, which is obtained by the mth, nth, and pth digits in the decimal part of x i , mod(a, b) outputs the remainder of a divided by b, M is the maximum digital value in the digital sequence, which is 256 in all of our schemes [4] . Similarly, the other sequences {y i }, {z i }, and {u i } can be digitalized into {D y,i }, {D z,i }, and{D u,i }. The details of chaotic PTS are given as follows.
The first sequence {D x,i } is applied to generate the chaotic TS for time synchronization of OFDM symbols. Since the illegal ONU does not have the information of chaotic TS, it has to try (N 0 +N)/N 0 times on average to realize correct synchronization and demodulation, where N 0 is the length of cyclic prefix (CP). Moreover, due to the pseudo-random characteristic of digital chaos, it produces an autocorrelation similar to the δ function, which is advantageous for accurate OFDM symbol synchronization, as shown in Figure 6 (a). A legitimate ONU can correctly demodulate the original data; however, with a slight change in the initial keys, the peak does not appear, so that the data cannot be fully recovered, as illustrated in Figure 6 (b).
In chaotic (random) PTS, the chaotic sequences {D y,i }, {D z,i }, and {D u,i } can be employed to generate the partition information and the phase weighing factors. First, the digitized chaotic sequence {D y,i } is applied to generate the binary sequence {A 1 }u s i n g{ m o d ( D y,i ,2)}. Similarly, the binary sequence can be generated by {D z,i }. After bitwise logical operation of these two binary sequences, as shown in Figure 7 , the chaotic random partition information {P (l) } is formed. The sub-blocks are then generated using X (l) =XÁ P (l) , l =1, 2,ÁÁÁ, L.whereL denotes the total number of sub-blocks. Second, the digitalized chaotic sequence {D u,i } is applied to generate the phase weighing factors R l in PTS,
where K is the total number of phase weighing factors. After multiplying the phase weighing factors and transforming from frequency into time-domain, the corresponding time-domain vector becomes
x ¼
x ðlÞ n ¼
where x (l) is the IFFT of X (l) , s and n denote the indices of OFDM subcarrier and symbol, respectively.
In PTS, the combinations of sub-blocks and phase weighing factors are calculated to find the minimum PAPR, thus the final PAPR is
The final OFDM vector becomes
where R l,opt is the optimized phase weighing factors. At ONUs, the decryption and demodulation procedures are the inverse operations that are implemented at OLT.
Since the initial values in digital chaos serve as the secure keys to recover the original OFDM signals, only legal ONUs can generate the same chaotic scrambling information with the correct secure keys that applied at OLT. By introducing digital chaos into signal scrambling, not only the security confidentiality of OFDM signal transmission is greatly enhanced, but also a performance-improved transmission can be expected with a lower PAPR.
As for the computational complexity, it is the same for the chaotic PTS and conventional random PTS. If compared with the case of OFDM transmission without PTS, the computational complexity of chaotic PTS scheme will be L k times higher, which is inevitable for PAPR optimization. In our case, assuming four sub-blocks and two phase weighing factors, the computational complexity is 16 times higher for PAPR optimization; however, it guarantees both higher security and lower PAPR. Since the number of possible PTS partition states is 4 N (4 256 ≈ 10 154 in our case), it is hardly to be broken through brutal-force attacks. However, chaotic PTS still requires sideband information to transmit the partition and the phase factor information, which reduces the overall spectral efficiency in transmission.
Chaotic selected mapping (SLM)
As shown in Figure 8 , chaotic SLM is another alternative data encryption scheme based on signal scrambling using digital chaotic sequences. In chaotic SLM, the digitized chaotic sequences can be obtained by processing of the chaotic sequences from 2D Henon chaos [19] ,
The input OFDM sequence is denoted as X =[ X 0 , X 1 ,…,X NÀ1 ]i nf r e q u e n c yd o m a i n ,w h e r eX k represents the complex data of the kth subcarrier, and N represents the total number of subcarriers. First, to implement the digital chaos into SLM scheme, the total number of the chaotic phase sequences is set to be V, and all of the phase sequences 1Þ .B y component-wise vector multiplication of the input OFDM sequence X with the phase sequence fP v g, the input OFDM signals are encrypted fully via the chaotic sequences obtained in Eq. (12) .
where ⊗ denotes the component-wise vector multiplication. Second, the IFFT is performed for all of the encrypted OFDM sequences {Y v }
Finally, the OFDM signal sequence {x v } with minimum PAPR is chosen for OFDM transmission. It should be mentioned that in terms of computational complexity, better PAPR reduction can be expected with a larger V; however, the complexity will also increase due to the increased times of IFFT. 
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Experiment results of chaotic PTS and SLM
The experimental setup of encrypted OFDM-PON transmission using chaotic PTS/SLM is shown in Figure 9 . The input data stream was mapped onto 129 OFDM subcarriers at OLT, where 64 subcarriers were in the format of 16-QAM, and one subcarrier was unfilled with DC. The other 64 subcarriers had to be set as the complex conjugate of the aforementioned 64 subcarriers, where Hermitian symmetry had to be satisfied to realize intensity modulation and direct detection (IM/DD) after IFFT. After TS insertion for OFDM symbol time synchronization, chaotic PTS/SLM optimization and parallel-to-serial (P/S) conversion, a CP of 1/8 length of OFDM symbol was added into each OFDM symbol.
The above processing steps were performed offline using Matlab programs. The encrypted signal was then loaded into an arbitrary waveform generator (AWG), which had a sample rate of 10 Gs/s of electrical OFDM signal generation. A continuous-wave (CW) laser (λ = 1550.3 nm) was applied as the optical carrier. After that, the electrical signal in AWG was changed into optical by an optical Mach-Zehnder modulator (MZM). Thus, the net data rate applied was actually at 8.9 Gb/s (10 Gs/s · 4 · 64/256 · 8/9), with the electrical bandwidth of 2.5 GHz (10 Gs/ s · 65/256). At ONU, the received data were recorded with a 20 Gs/s real-time oscilloscope after direct detection via a 10-GHz photodiode (PD). The waveform, electric and optical spectra of OFDM signals are measured and plotted in Figure 10 .
The CCDFs of encrypted OFDM signals are plotted in Figure 11 , where 10,000 OFDM symbols with 16-QAM modulation format were employed. From Figure 11 it can be noted that, by employing chaotic signal scrambling, significant PAPR reduction is achieved, with respect to the conventional OFDM transmission without any signal scrambling. The total number of subblocks and phase factors applied in PTS was L = 4 and K = 2 respectively, and the phase factor in SLM was V =4. 
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The bit error ratio (BER) measurements of secure OFDM transmission using chaotic PTS/SLM are plotted in Figure 12 . The OFDM signals can be correctly decrypted after transmission over 20 km standard single-mode fiber (SSMF) for legitimate ONUs with the correct keys, while any illegal ONU cannot decrypt OFDM signals with a wrong key, which is even a tiny discrepancy of 1 · 10 À15 away from the correct key. The corresponding constellations are plotted as the insets in Figure 12 . If compared with the conventional OFDM transmission, the BER performance was improved~1 dB (BER@10 -3 ) for encrypted OFDM signals, if compared with backto-back (B2B) signals, which can mainly be attributed to the effective reduction of PAPR through the signal scrambling schemes, either chaotic PTS or SLM.
Chaotic precoding of OFDM signals
Matrix precoding is a set of typical approaches for PAPR reduction, which provides unique properties such as lower computational complexity and higher spectral efficiency (without requirement of sideband), if compared with the signal scrambling schemes. Actually, PAPR reduction is achieved through the proper selection and distribution of power between OFDM blocks. In this section, the digital chaos will be employed into the precoding schemes, aimed to construct or reconfigure the standard precoding matrices into alternative chaotic ones, so that the security can be enhanced during transmission via the introduction of digital chaos into the procedure of OFDM signal precoding, and jointly the PAPR can be reduced.
Chaotic discrete Fourier transform spread OFDM (DFT-S-OFDM)
As depicted in Figure 13 , the DFT-S-OFDM data encryption is implemented multi-fold, such as chaotic TS insertion, chaotic DFT matrix generation, and chaotic subcarrier allocation, all of which are predetermined by digital chaotic sequences [20] . The details of encryption are given as follows.
In the first fold of encryption, one chaotic sequence is used to generate TS, the same way as described in the previous chaotic signal scrambling schemes. The second fold of encryption is to generate the chaotic reconfigurable DFT precoding matrix. Assuming F is the standard M · M DFT matrix, the matrix element is given by
where α, β are the indexes of row and column, respectively. From Eq. (15), a reconfigurable matrix can be generalized
where m, n are the real constants, which can be predetermined using chaotic sequences obtained in Eq. (5) as
where n j donates the n j th digit in the decimal part of y. Similarly, {n z,i } can be generated from {z i } in the same way as {m y,i }. 
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Mathematically, the same basic features in the original standard F are kept for the reconfigurable DFT matrix F 0 . For example, the inverse matrix of F 0 is equal to its conjugate matrix. Moreover, all of the elements in F 0 are in geometric sequence with the same common ratio of e Àj2π=M for the same row or column indexes.
To verify the capability of PAPR reduction of OFDM signals by the new DFT matrix F 0 , the upper bound of the peak factor should be considered, which is the square root of PAPR and depends on the aperiodic autocorrelation functions of the input symbols.
where ρ n are the aperiodic autocorrelation coefficients, a n are the input symbols (QAM, QPSK, etc.), and N is the total number of subcarriers. Eq. (18) shows that, if the autocorrelation coefficients in the corresponding input symbols are small, the peak factor of OFDM signals will be small.
Assuming the kth OFDM symbol is s ðkÞ ≜ ½s As plotted in Figure 14(a) , the same non-periodic autocorrelation functions are obtained for the OFDM symbol t (k) , either precoded with DFT matrix F or F 0 . From Figure 14 (a),i ts h o u l db e noted that different shapes of sidelobe appear in the autocorrelation functions, while the sidelobe shapes of OFDM signals with DFT precoding are lower than those without DFT precoding, when the same modulation format is applied. This verifies that, effective PAPR reduction of OFDM signals is achieved by DFT precoding with the reconfigurable matrix F 0 , the same effect as the standard DFT matrix F. To directly evaluate the PAPR reduction, the CCDF curves is plotted in Figure 14(b) , for the cases of OFDM signals with and without the reconfigurable DFT precoding, where 100,000 OFDM symbols are applied in the formats of QPSK, 16-QAM, and 64-QAM, while Nyquist sampling rate is adopted. It can be observed that, if compared with the cases without DFT, the OFDM signals precoding with the reconfigurable matrix DFT can reduce the PAPR, regardless of the modulation formats, while the differences at the probability of 10 À4 are about 3, 2.3, and 1.9 dB respectively for QPSK, 16-QAM, and 64-QAM. The CCDF curves in Figure 14(a) prove that, the new reconfigurable DFT does significantly reduce the PAPR of OFDM signals.
Finally, the fourth chaotic sequence {u i } is used to generate the scrambling criterion for subcarrier allocation before ZP. After an array {w i }( i=1,…,M)i so b t a i n e df r o m{ u i }, where M is the total number of subcarriers (as shown in Figure 13 ), the elements in {w i } are swapped into {w i 0 }inthe new order with respect to their values, for instance, from the lowest value to the highest. Then the new index order of subcarriers is rearranged as that of {w i 0 }, details as shown in Figure 15 . The setup of IM/DD OFDM transmission experiment was the same as applied in the previous signal scrambling schemes; however, with the FFT points of 1024 and the number of subcarriers of 384, consequently the data rate was 13.3 Gb/s (10Gs/s · 4 · 384/1024 · 8/9). The BER measurements were shown in Figure 16 , for the encrypted 16-QAM OFDM signals. The encrypted signals with DFT-S-OFDM precoding were fully recovered by the legal ONUs. Due to the effective PAPR reduction via DFT precoding, the BER performance was improved~2 dB (BER@10 À3 ) for the encrypted DFT-S-OFDM signals, if compared with the cases of original OFDM transmission without DFT precoding. The power penalty was only 0.9 dB (at BER@10 À3 ) between the case of B2B and transmission after 20 km SSMF. Moreover, for any illegal ONU with a wrong key, even a very small deviation of 1 · 10 À15 , it was not possible to decrypt the original OFDM signals. The corresponding constellations for correct and incorrect chaotic keys are plotted as insets in Figure 16 , which verified the security feasibility of chaotic DFT-S-OFDM signal transmission.
To quantitatively evaluate the performance dependence on the mismatches of row or column parameters Δm, Δn in the reconfigurable DFT matrix F 0 , the BERs are shown with respect to the parameters Δm, Δn in Figure 17 , where the modulation format is 16-QAM, and the received optical power is À9dBm.InFigure 17(a),whenΔm > 0:01, the BER is significantly deteriorated Figure 15 . Subcarrier allocation in OFDM symbol using digital chaotic sequences.
(BER>10 À3 ), thus the data cannot be correctly received, even after using forward error correction approaches. It can also be noted that, if Δm is increased further, deterioration becomes more serious, as shown in the corresponding BERs and constellations. Similarly, the BERs variation with respect to the column parameter mismatch in the reconfigurable DFT matrix in F 0 is plotted in Figure 17(b) . FromFigure 17(b) , the original data can be only recovered when Δn < 0:01. The results also verify that, the rotation angles in the corresponding constellations become larger with the increase of Δn. The difference of BERs and constellations with respect to Δm, Δn again confirms that it is helpful to set two independent values of m, n in the new reconfigurable DFT matrix in F 0 , for the purpose of key space expansion in encryption scheme using chaotic DFT precoding.
For the proposed multi-fold DFT-S-OFDM data encryption, the total key space can be given as follows. First, the parameters in DFT matrix (both of row and column) can be varied from 0 to 384 with the sensitivity of 0.01, which generates a key space of~1:5 · 10 9 ð38, 400 · 38, 400Þ for each OFDM symbol. Second, the subcarrier allocation generates a key space of 384!. Finally, the chaotic TS for OFDM symbol time synchronization enlarges the key space by a factor of~10. 
Chaotic Walsh-Hadamard transform (WHT)
Chaotic WHT is an alternative encryption technique using signal precoding, which provides lower computational complexity if compared with DFT precoding. The encryption scheme based on a reconfigurable chaotic WHT precoding matrix is shown in Figure 18 [21] , where the modified version of reconfigurable WHT matrix is also determined by digital chaos.
Theoretically, it can be proven that the permutation on the standard WHT matrix does not degrade the precoding properties. Since the WHT matrix is an orthogonal matrix whose elements are constrained from the set {À1, 1},
Assuming Q n · n and R n · n are the row and column permutation matrices on WHT matrix H n · n respectively, then the chaotic row/column permutated WHT matrix becomes P n · n .
To specify the PAPR reduction capability of chaotic WHT matrix, the same analysis based on the autocorrelation coefficient can be applied as for chaotic DFT.
As plotted in Figure 19(a) , the original 16-QAM OFDM symbols are applied and compared with the standard and chaotic WHT. The autocorrelation function is reduced in sidelobe if either chaotic or standard WHT is employed. An enlarged sidelobe for a specific zone is inserted in Figure 19 (a) for clear view. Moreover, the sidelobe shape is exactly the same for both the standard and chaotic WHT precoders.
Furthermore, the CCDF curves are calculated for the cases of chaotic WHT, standard WHT, and un-precoded original OFDM signals, as shown in Figure 19 (b). The PAPR is effectively reduced by~1 dB by either the standard or chaotic WHT precoder, compared to the un-precoded OFDM signals. In addition, the CCDFs are exactly the same for the standard and chaotic WHT, which again verifies the above theoretical analysis.
Therefore, row/column permutated WHT can be still applied as a precoder not only to reduce the PAPR but also to enhance the physical-layer security of OFDM data, since the correct 
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Chaotic WHT matrix X Synchronization TS Figure 18 . Schematic diagram of OFDM encryption precoded with chaotic WHT.
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original OFDM data can be recovered only after obtaining the correct row/column sequences to reconstruct the chaotic WHT matrix through legal ONUs.
In the proposed chaotic WHT scheme, a 3D hyper Chen's chaos is implemented to generate the digital chaotic sequences for data encryption [22] :
where a, b, and c are constants. Generally, with a=35, b=3, c∈ [20, 28.4] , it enters into chaotic zones. To generate the permutation vectors D x , D y , and D z , each of the chaotic sequences {x}, {y}, and {z} is post-processed as follows.
First, we assume that the length of chaotic sequences {x} and {y}isM, where M is the order of WHT matrix, and then
where sort function returns an index vector, according to the ascending order of the values in the chaotic sequences.
The procedure of the proposed WHT chaotic encryption is given as follows. 
The chaotic sequence D z is used to generate the chaotic TS for OFDM symbol synchronization, which is composed of random {À1, 1} and defined as [23] TS
Since the hyper-chaotic sequences have high sensitivity to the initial values (~1 · 10 À15 ) and present exceptional random behavior, the initial values are served as the security key between OLT and ONUs. A secure channel has to be employed to transfer the keys between OLT and ONUs, for instance, using quantum key distribution (QKD), which is out of the scope of this chapter and will not be given in detail here. Figure 20 shows the sensitivity of the row/column permutation indexes of chaotic WHT matrix with respect to a tiny change in the initial conditions. Figure 21 shows the experimental setup of the encrypted transmission of OFDM signals using chaotic WHT precoding. The IM/DD was also applied, and the details were described in Section 4.1. At OLT, there were 256 points in IFFT, among which 64 subcarriers were used for OFDM data. The effective data rate was 8.9 Gb/s (10 Gs/s · 4 · 64/256/(1+1/8)). The signal waveform, electric and optical spectra are plotted as insets in Figure 21 .
The transmission performance was evaluated for OFDM signals precoded by chaotic WHT via BER measurements of 128 OFDM symbols, for the cases of B2B and transmission after 20 km Optical Fiber and Wireless Communications SSMF, as shown in Figure 22 . The BER was improved by~1 dB (BER@10 À3 ) in receiver sensitivity for chaotic WHT, compared with the un-precoded OFDM signals. This improvement can be mainly attributed to the precoding gain from chaotic WHT, since BER was improved also for the case of B2B, which verified the effective PAPR reduction in OFDM signals through chaotic WHT precoding. For transmission after 20 km SSMF, the effect of fiber dispersion is negligible due to the narrow spectrum of OFDM signals.
The robustness of the multi-fold data encryption is evaluated via the total key space created by chaotic WHT, since only legal ONUs can generate the correct chaotic WHT matrix to recover the original OFDM data. Assuming that the dimension of chaotic WHT matrix is 64 · 64, it creates a total key space of 64! · 64! (~10 178 ). In addition, the chaotic TS for OFDM symbol synchronization further increases the key space by a factor of~10. As a result, a total key space of~10 179 is achieved in chaotic WHT encryption scheme.
The computational complexities the chaotic encryption schemes with PAPR reduction are listed in B is the number of candidate signals in SLM, V is the number of sub-blocks, and W is the number of phase factors. Table 1 . Computation complexity and sideband information of chaotic encryption schemes with PAPR reduction. Figure 22 . BER measurements of the OFDM transmission with and without chaotic WHT.
addition complexity as DFT. In addition, if compared with PTL or SLM schemes, simpler optical OFDM transmission structure and higher spectral efficiency can be expected for the WHT and DFT precoding schemes, since no additional sideband information needs to be transmitted.
Conclusions
We have reviewed a serial of novel data encryption schemes for physical-layer security enhancement for optical OFDM transmission. By incorporating multi-fold digital chaos-based data encryption in various DSP procedures in OFDM signal generation, modulation as well as OFDM symbol synchronization, data security is greatly enhanced with a huge key space. Moreover, the OFDM transmission performance is significantly improved because the pseudo-random properties of digital chaos are employed for effective PAPR reduction. Moreover, for the chaotic precoding schemes, the reconfigurable chaotic precoding matrices are predetermined by digital chaos; therefore, the sideband information is no longer necessary, which also improves the spectral efficiency in transmission. The proposed chaotic data encryption schemes have been successfully demonstrated by~10 Gb/s OFDM transmission experiments, which verifies that these schemes could be promising candidates for next-generation secure OFDM-PON.
